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Exercise Overview
	Exercise Name
	Waterspout Tabletop Exercise

	Exercise Dates
	April 10, 2024;  Northeast Community College, Norfolk, Nebraska

	Scope
	This exercise is a tabletop exercise, planned for 2 hours at Northeast Community College, Norfolk, Nebraska.  This exercise examines the roles of Northeast staff when responding to a water/utility event on campus. 

	Mission Area(s)
	Response 

	Core Capabilities
	Operational Coordination; Threats & Hazards Identification; Situational Assessment; Logistics & Supply Chain Management; Operational Communications; Economic Recovery; Intelligence & Information Sharing; Public Information & Warning; Community Resilience; Threats & Hazards Identification; Infrastructure Systems; Logistics & Supply Chain Management; Environmental Response/Health & Safety; Physical Protective Measures; [HOUSING?]; Fire Management & Suppression; Public Health, Healthcare & EMS; Supply Chain Integrity & Security

	Objectives
	The objectives are listed, in detail, on the following page

	Threat or Hazard
	Disruption of public water system

	Scenario
	The public water system in Norfolk has encountered a situation that has caused it to shut down. No water services will be available for the foreseeable future.

	Sponsor
	Northeast Community College 

	Participating Organizations & Departments
	The participating organizations and Northeast Departments can be found on the event sign-in sheets.

	Point of Contact
	Melanie Thompson
801 E. Benjamin Ave
College Welcome Center, 1316
Norfolk, NE  68701
(402)844-7310
mthomp18@northeast.edu
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General Information
[bookmark: _Toc336506591]Exercise Objectives and Core Capabilities
The following exercise objectives in Table 1 describe the expected outcomes for the exercise.  The objectives are linked to core capabilities, which are distinct critical elements necessary to achieve the specific mission area(s).  The objectives and aligned core capabilities are guided by elected and appointed officials and selected by the Exercise Planning Team.
	Exercise Objective
	Core Capability

	At the beginning of the exercise, the participants will establish an operational internal Northeast Incident Command Post (ICP) and Emergency Operations Center (EOC).
	Operational Coordination; Threats & Hazards Identification; Situational Assessment; Logistics & Supply Chain Management; Operational Communications; Economic Recovery 

	Throughout the exercise, the participants will implement effective and timely communications with students, staff, faculty, on-campus vendors, community partners and the public, in general.
	Operational Coordination; Intelligence & Information Sharing; Public Information & Warning; Community Resilience; Operational Communications; Economic Recovery 

	Throughout the exercise, the participants will anticipate and plan for near-future critical needs of the campus community.
	Operational Coordination; Intelligence & Information Sharing; Threats & Hazards Identification; Situational Assessment; Infrastructure Systems; Logistics & Supply Chain Management

	By the end of the exercise, the participants will have determined how they will acquire resources needed to maintain critical needs on campus.
	Operational Coordination; Environmental Response/Health & Safety; Situational Assessment; Physical Protective Measures; Infrastructure Systems; Operational Communications; Logistics & Supply Chain Management; [HOUSING?]

	Throughout the exercise, participants will prioritize the life safety of all persons present in their college community.
	Public Information & Warning; Threats & Hazards Identification; Environmental Response/Health & Safety; Situational Assessment; Fire Management & Suppression; Infrastructure Systems; Public Health, Healthcare & EMS

	By the end of the exercise, the participants will have communicated their needs with vendors and suppliers to secure the resources needed to protect the lives of those on campus and to expedite the return to normal operations.
	Operational Coordination; Intelligence & Information Sharing; Environmental Response/Health & Safety; Supply Chain Integrity & Security; Logistics & Supply Chain Management; Operational Communications


Table 1. Exercise Objectives and Associated Core Capabilities



Participant Roles and Responsibilities
The term participant encompasses many groups of people, not just those playing in the exercise. Groups of participants involved in the exercise, and their respective roles and responsibilities, are as follows:
Players.  Players are personnel who have an active role in discussing or performing their regular roles and responsibilities during the exercise.  Players discuss or initiate actions in response to the simulated emergency. 
Observers.  Observers do not directly participate in the exercise.  However, they may support the development of player responses to the situation during the discussion by asking relevant questions or providing subject matter expertise.
Facilitators.  Facilitators provide situation updates and moderate discussions.  They also provide additional information or resolve questions as required.  Key Exercise Planning Team members also may assist with facilitation as subject matter experts (SMEs) during the exercise.
[bookmark: _Toc336506592]Evaluators.  Evaluators are assigned to observe and document certain objectives during the exercise.  Their primary role is to document player discussions, including how and if those discussions conform to plans, polices, and procedures.

 Exercise Structure
This exercise will be a facilitated exercise.  Players will participate in the following modules: 
· Module 1:  Up the Waterspout
· Module 2:  Washed It All Out
· Module 3:  Up the Spout Again
The modules begin with a multimedia update that summarizes key events occurring within that time period.  After the updates, participants review the situation and engage in functional group discussions of appropriate response issues.  For this exercise, the functional groups are as follows:

Emergency Operations Center staff
Incident Command Post staff
Facilities and Student Services staff, vendors and other partners




[bookmark: _Toc336506593]Exercise Guidelines
This exercise will be held in an open, low-stress, no-fault environment.  Varying viewpoints, even disagreements, are expected.  
Respond to the scenario using your knowledge of current plans and capabilities (i.e., you may use only existing assets) and insights derived from your training.
If during the course of the TTX there is a disagreement with existing plans, policies and procedures, this should be noted, and relevant stakeholders should assess the need to change documents after the TTX.
Decisions are not precedent-setting and may not reflect your organization’s final position on a given issue.  This exercise is an opportunity to discuss and present multiple options and possible solutions.
Issue identification is not as valuable as suggestions and recommended actions that could improve response efforts.  Problem-solving efforts should be the focus.
Keep the exercise’s objectives in mind throughout the exercise.
Treat the scenario incidents as real events and play your appropriate role.
Participate openly and focus discussion on appropriate topics. Consider your time restraints.
[bookmark: _Toc336506595]Exercise Assumptions and Artificialities
In any exercise, assumptions and artificialities may be necessary to complete play in the time allotted and/or account for logistical limitations.  Exercise participants should accept that assumptions and artificialities are inherent in any exercise and should not allow these considerations to negatively impact their participation.  During this exercise, the following apply:
The exercise is conducted in a no-fault learning environment wherein capabilities, plans, systems, and processes will be evaluated.
The exercise scenario is plausible, and events occur as they are presented. The timeframe has been condensed to simulate a realistic situation.
Participating agencies may need to balance exercise play with real-world emergencies; real-world emergencies take priority.
Participants do not need to call someone outside the room during the exercise.  If a player would normally contact an individual or department that is not represented at the TTX, they should tell the group what information they need, and who they would contact to get the information.  This action should be noted.
All players receive information at the same time.
Exercise Evaluation
Evaluation of the exercise is based on the exercise objectives and aligned capabilities, capability targets, and critical tasks.  Players will be asked to complete participant feedback forms.  These documents will be used to evaluate the exercise and compile the After-Action Report (AAR).

Module 1: Up the Waterspout
Wednesday, April 10, 2024; 7:30 a.m.
Northeast Community College received an emergency phone call from the City of Norfolk. Due to a major break in the system, all water supply systems will be losing water supply within the next hour. This does include the sewer system. All functionality will be lost and the duration of this loss is unknown at this time. 

At this stage of the incident, what plans do you need to review within your department/organization? What other information would help you prioritize your next steps?
____________________________________________________________________________________________________________________________________________________________
______________________________________________________________________________

What internal personnel are being informed of the situation initially? What about on-campus students, staff, faculty and visitors? Exactly what kind of information is being shared at this time and with whom?
____________________________________________________________________________________________________________________________________________________________
______________________________________________________________________________

What resources are you mobilizing right away? Why? Who are you communicating and coordinating your needs with?
____________________________________________________________________________________________________________________________________________________________
______________________________________________________________________________

What would your trigger points be to fully activate your emergency plans?
____________________________________________________________________________________________________________________________________________________________
______________________________________________________________________________

Who are your outside partners that you need to communicate with? Who has those conversations and how is that information communicated to others?
____________________________________________________________________________________________________________________________________________________________
______________________________________________________________________________

What kind of information is being pushed out on social media and traditional media channels, if any?
__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________


Module 2: Washed It All Out
	
Wednesday, April 10th, 1:45 p.m.
The City of Norfolk is unable to recover the water system. All attempts to reestablish the water supply have been unsuccessful. The city officials and county Emergency Management personnel have requested assistance from the State of Nebraska and other Subject Matter Experts. The City warns that this outage may last for at least a few more days.

Does the fact that this could be a long-standing situation change your emergency (and day-to-day) operations?
____________________________________________________________________________________________________________________________________________________________

Are there any novel steps that you could take to get potable water to the campus? What about flushing toilets? 
____________________________________________________________________________________________________________________________________________________________

There are many programs on campus that rely on a water supply (animals need water, too!) What is being done to deal with those programs, who is handling the response in that respect, and how is that response being communicated to the EOC? 
____________________________________________________________________________________________________________________________________________________________

Since this is a city-wide situation, how will you prioritize the campus needs over others in the community, and should you? Why or why not? Obviously, the hospital and nursing homes will be in need of water supplies, too. Are there any things that you can do that would help the community at large? Who makes that determination and how do you communicate those decisions with students, staff, faculty and the public (if any)? 
____________________________________________________________________________________________________________________________________________________________

How long will it be before the health effects of not having a water supply in the community begin to arise? Who is communicating those potential risks and effects with students, faculty and staff?  ____________________________________________________________________________________________________________________________________________________________
______________________________________________________________________________

How are the on-campus students going to fare for food and water supplies? What steps should Chartwells be taking? Do they have outside sources to obtain water? Whose responsibility is it in this situation to ensure that the students have safe food/water? 
____________________________________________________________________________________________________________________________________________________________
______________________________________________________________________________

Module 3: Up the Spout Again
	
Tuesday, April 16, 2024
For the past week, Northeast has been scrambling to ensure that staff, faculty and students have a safe supply of water. The City of Norfolk has estimated that the reestablishment of their water systems will begin this Friday, April 18th. To ensure that the system is safe and fully functional, however, it will take at least one more week following the system startup to ensure that all of the equipment is operating properly. It will be at a minimum a month before water will be safe to drink from the tap. Two students did end up having to go to the ER because they drank water from the North Fork of the Elkhorn River without properly disinfecting it. In addition, about ¼ of the staff and faculty and ¼ of the students are not able to come to campus as they are dealing with water supply issues in their own homes. 

With this change coming, are you making any changes to your operations? Who is making those decisions and how is that being communicated to all affected departments, personnel and students?
__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Do you need to make any adjustments to health policy or notifications? What information is being provided to students about obtaining safe, potable water? Who is communicating that to them and how are you getting the message out? 
__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Is there any obligation for Northeast to provide water to their staff, faculty and students who are being affected by the water disruption in their own homes when those people do not reside on campus? Why might it not be a good idea to supply them with water? Why might it be a good idea to supply them with water and how would you go about doing this if you did? 
____________________________________________________________________________________________________________________________________________________________

Are you making any changes to how educational instruction is being given at this time? How are you ensuring for the safety of the people and animals who remain on campus? What lines of communication have been established and how do these need to change (if any changes are necessary?)
__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________


[bookmark: _Toc264817025][bookmark: _Toc336506605]Appendix A:  Exercise Schedule

	Time
	Activity

	April 9, 2024

	1:30 PM
	Introductions and Announcements 

	1:35 PM
	Overview of Water Supply in Norfolk and Campus Emergency Plans

	1:45 PM
	Module 1: Briefing and Discussion 

	2:15 PM
	Module 2: Briefing and Discussion 

	2:45 PM
	Break 

	2:50 PM
	Module 3: Briefing and Discussion 

	3:20  PM
	Hotwash

	3:29 PM
	Closing Comments


[bookmark: _Toc336506606]
Appendix B:  Exercise Participants
Please see event sign-in sheets for a list of exercise participants.  

Appendix C:  Acronyms 
	Acronym
	Term

	AAR
	After-Action Report

	EMS
	Emergency Medical Services

	EOC
	Emergency Operations Center

	FEMA
	Federal Emergency Management Agency

	ICP
	Incident Command Post

	Northeast
	Northeast Community College

	SME
	Subject Matter Expert

	SitMan
	Situation Manual

	TTX
	Tabletop Exercise





Participant Feedback Form
Part I: General Information
Please enter your responses in the form field or check box after the appropriate selection (leave blank if you wish to remain anonymous).
Name:  	
Department/Organization Affiliation:  	
Position Title:  	
Email Address: __________________________________________________________
Part II: Exercise Assessment
Please rate, on a scale of 1 to 5, your overall assessment of the exercise relative to the statements provided, with 1 indicating strong disagreement and 5 indicating strong agreement.
Please reference the exercise objectives when determining the successes and challenges of this exercise.
	Exercise Objective

	1. At the beginning of the exercise, the participants will establish an operational internal Northeast Incident Command Post (ICP) and Emergency Operations Center (EOC).

	2. Throughout the exercise, the participants will implement effective and timely communications with students, staff, faculty, on-campus vendors, community partners and the public, in general.

	3. Throughout the exercise, the participants will anticipate and plan for near-future critical needs of the campus community.

	4. By the end of the exercise, the participants will have determined how they will acquire resources needed to maintain critical needs on campus.

	5. Throughout the exercise, participants will prioritize the life safety of all persons present in their college community.

	6. By the end of the exercise, the participants will have communicated their needs with vendors and suppliers to secure the resources needed to protect the lives of those on campus and to expedite the return to normal operations.








	Assessment Factor
	Strongly
Disagree
	Strongly Agree

	The TTX improved my understanding of my organization's critical incident response capabilities to stand up an operational Emergency Operations Center.
	1
	2
	3
	4
	5

	The TTX improved my understanding of my organization's critical incident response capabilities to stand up an operational Incident Command Post.
	1
	2
	3
	4
	5

	After this TTX, I understand how communications will be implemented by Northeast with various partners during an incident.
	1
	2
	3
	4
	5

	After this TTX, Northeast EOC and ICP would be able to anticipate and plan for near-future critical needs of the campus community.
	1
	2
	3
	4
	5

	After this TTX, Northeast EOC and ICP will be able to determine how they will acquire resources needed to maintain critical needs on campus.
	1
	2
	3
	4
	5

	Throughout this TTX, Northeast EOC and ICP participants prioritized life safety of all persons present in their college community.
	1
	2
	3
	4
	5

	After this TTX, Northeast EOC and ICP understand what it will take to communicate their needs with vendors and suppliers to secure the resources needed to protect the lives of those on campus and to expedite the return to normal operations.
	1
	2
	3
	4
	5

	The TTX revealed a gap in my organization’s critical incident response capabilities, plans, policies, and procedures.
	1
	2
	3
	4
	5

	The TTX revealed areas where my organization can improve its preparedness to respond to this or other critical incidents.
	1
	2
	3
	4
	5

	As a result of the TTX, I or my organization will be changing the way that I or we respond to critical incidents.
	1
	2
	3
	4
	5

	As a result of the TTX, my organization has improved its ability to respond to this type of incident.
	1
	2
	3
	4
	5



Part III: Participant Feedback
1. I observed the following strengths during this exercise (we did these parts well):
	Strengths

	

	

	



2. I observed the following opportunities for improvement during this exercise (ie. these are the parts we need to work on). How do we address this and who needs to work on this?
	Areas of Improvement
	Suggestion to Address this Weakness

	
	

	
	

	
	


I can personally make the following changes which will allow for improvement in the challenges I mentioned in the evaluation of the exercise.
	

	

	



Please provide any recommendations on how this exercise or future exercises could be improved or enhanced.  
	

	

	



What kind of emergency preparedness or risk management training would you like to see conducted at Northeast in the future? 
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